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Introduction
In this lab session, you will learn how to install Intel® PAT Core Server and Client, how to generate and deploy Disk Image, and how to perform some administration tasks. This lab manual is most effective when used during the Basic Technical Training session. 
Time Required
180 minutes

Prerequisites

· Basic Windows operation skills
· Basic network knowledge
Note 1: The screenshots that appear in this document provided are only for reference. 
Note 2: Activities marked “*” are optional. 
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Activity 1: Intel® PAT Core Server Installation

Step 1: Pre-installation 
Before starting installing Intel® PAT Core Server, we need to complete the tasks below:

· Check the hardware & software prerequisites
· Install the latest service pack
· Configure Internet Explorer
Check Hardware & Software Status
Make sure that there are two Intel® PAT v3.0 client machines and one server. Windows Server 2003* is installed on the server; one of the clients has Windows XP system with the latest service pack installed. In Windows Server 2003, you can locate the Intel® PAT v3.0 installation files and the system i386 folder; in the client Windows XP system, you can locate the Intel® PAT v3.0 client installation files. 
* In some situations, you may have three client machines, and the server could be a laptop.

** In some situations, the server may have Windows XP Professional installed.
NOTE: A separate CD or DVD may be provided, on which you can locate all the required installation files. 
Install Service Pack

In regular installation situations, the user needs to manually install the service pack for both server and client operating systems. In this lab, the latest service packs have been installed. 

Configure Internet Explorer

The alert reporting function of Intel® PAT server requires Animation Playing support. User is required to enable this function in Internet Explorer.

Start [Internet Explorer]( [Tools] ( [Internet Options] ( [Advanced] ( [Multimedia], make sure “Play animations in web pages” is enabled. See figure below:
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Step 2: Install Intel® PAT Core Server
Intel® PAT Core Server provides the web console that allows the administrator to manage the entire client PCs in a LAN environment. 

1) The installation will proceed automatically when Intel® PAT CD has been inserted into the server. The user can also directly click “autorun.exe” in the root directory of the CD;

2) Select the language, and select “Install Server”.
3) Accept the default installation folder, and proceed. Once prompted to select the installation type (“Complete” or “Custom”), check “Custom” and then click the Next button. 

4) Disable “Content and Service Management Server”, by doing this, you are going to install the Intel® PAT Core server only. (For CSM server, it will be installed during later activities. 
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5) Then select the server adapter where the Intel® PAT Core server will obtain the DNS settings and set the IMP folder which is to save the disk images and software packages. In this lab, the server only has merely one network adapter, therefore, the adapter drop list only contains one available option. 
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6) Click Next, you may be prompted to insert the Windows setup CD, please locate the i386 folder. 

Note: Some critical system patches may be installed, which may require a system reboot thereafter, in this case, you may need to re-run the Intel® PAT setup. 

7) Intel® PAT Core server installation is now completed.

Start Intel® PAT Core Server Management Console

After the system reboots, click [Start] ( [Programs] ( [Intel® Platform Administration Technology Server] ( [Server v3.0] ( [ServerConsole]. 
Note: Make sure the default version of ASP is 2.0.50727 if there are several ASP.Net. Versions installed on the server. Proceed with the following steps:

Enter [Control Panel] -> [Administrative Tools] -> [Internet Information Server] -> [Web Sites] -> [Properties] -> [ASP.Net]， check version of ASP.Net is  2.0.50727. 
Step 3: Create the “Lab” Group

1) On the web management console, click “Group Configuration” on the lower-left pane.
2) Click “Add New Group”
3) Name this group as “Lab”
4) Keep the other default settings unchanged and click the Apply button
Step 4: Configure Intel® PAT Core Server

Intel® PAT Core Server is the web management console that allows administrators to manage clients. 

After starting the management console, locate “Server Configurations” on the right up corner to view the server configuration page. 
In “Auto accept new clients”, set the default group to “Lab”, and then click Apply. 
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Activity 2: Intel® PAT Core Client Installation

Step 1 Enable Client Agent

Intel® PAT is able to manage the clients based on the combination of client software and client EFI agent. Before installing Intel® PAT client software, its firmware EFI agent needs to be enabled first, which is disabled by default. 
Power up Client1 (with OS ready), press F3 to enter the Agent configuration UI, the default password is “111111” (without quotation masks). Set “Agent” to “Enable”, and the Agent Mode to “Network”, as shown below:
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Enter Client Configuration
1) In Computer ID, input “Client1” and then press Enter

2) Set “Obtain an IP automatically” to “No” and press Enter

3) Set the IP address to 192.168.0.11, subnet mask to 255.255.255.0, and the Default gateway to 192.168.0.1. 
4) Press F10 to save the above settings and exit. 
5) Configure the other client by repeating the operations from 1) to 4), but set the IP address to 192.168.0.12, input Client2 into Computer ID. 
Step 2 Manage Registered Client

Accept Client
Since the Intel® PAT Agent is enabled, the clients will register to the server automatically and are moved to the “Lab” group, because you have selected “Accept new client automatically” during the group configuration.
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Local Boot Steps：
After the registration, Client1 needs the server to send it a “Boot To OS” command before it starts to load the Windows system, to do it:
Select Client1, click the “Boot To OS” button on the left pane. 
Note: You may notice that the client still shows the BIOS Lifecycle on the web UI, although it has booted into the OS, this is because the Intel® PAT Core Client software has not been installed yet. You do not need to be concerned about this. 
Step 3 Install Intel® PAT Core Client Software
Intel® PAT Core client consists of “Image and Asset Management” service and “Client Hard Disk Restore”. 
Proceed with the following steps to install the Intel® PAT Core client software on Client1:
1. Double click the setup.exe file in the Client folder of the Intel® PAT installation files. 
2. Select the correct language to proceed, and accept the default installation folder. 
3. When prompted to select an installation type (“Complete” and “Custom”), select Custom and then click Next. 
4. Disable “Content and Service Management”, and click Next. 
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5. A dialog will pop up, prompting to enter the password to enable the Hard Disk Restore. Select the C partition ONLY to be protected. Enter and confirm the password, then click “OK”. In this lab, please set the password as “111111”. [image: image10.png]Please chaose volumes ta protect;
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NOTE: Please leave the partition D and others (if any) unprotected. 
6. When the installation completes, click “Finish”, and then click “Yes” to confirm the reboot. The client will automatically reboot and the installation on Client1 is now completed.
Activity 3: Create & Deploy Disk Image

This activity will guide you through creating and deploying a disk image. 
Step 1: Specify the Golden Machine
1) On the web management UI, locate Client1 in the “Lab” group, check “Client1” and then click the “Configuration” button on the left pane, and click Ok to confirm. 
2) In “Abnormal Alert”, check Enable and unselect “Reset client PC immediately”, and click the Apply button on the right side. 

3) Repeat step 1 and 2, and In “Set as Golden Machine, check Yes, and click Apply. 

Step 2: Create the Disk Image of the Golden Machine

1) Click the “Image/Package” tab, and click Create. 

2) Click “Image Creation”. 

3) Select the Golden Machine, and click Next. 
4) Input the disk image name “Lab Golden”, and keep the “Restart the client to execute the operation immediately” checkbox checked, and then click Next. 

5) Click Create. 
The selected Golden Machine will reboot automatically and start to create the image; this process may take several minutes. The amount of time it takes to create the disk image is greatly determined by the used disk space on the client.

6) Check the image creation progress on Client1. 
7) Observe the ongoing tasks from the web management console. You can switch back to the “Client” tab of the console, and click the progress bar to view detailed information of the ongoing task. 
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* In Intel® PAT 3.0, you will see that the client estimated time is more accurate then earlier versions. 
Step 2: Manage Disk Image

View disk image information

Click the “Image/Package” tab in the web management UI, you will see the details of all disk images available on the server:
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Step 3: Deploy Disk Image

1) Make sure Client2 is still pending in the Agent stage. 
2) Select Client2 in the “Lab” group on the web management UI. (If there are more than 2 client machines in the lab, select the rest machines other than the Golden Machine <Client2>.)
3) Click Deploy Image on the left pane. 
4) Check the “Lab Golden” image and click Next. 

5) You will see Client2 appears in the Affected Clients list, click Deploy and On Client2 you will see the deployment progress.  
NOTE: If Client2 is not pending on the Agent stage, it may not respond to this deployment command. Please restart Client2. 
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6) View the ongoing task on the web management console.
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7) View the deployment progress on client’s screen, and check if the estimated time is accurate. 

8) When the deployment is completed, notice how many times Client2 reboots. 
Step 4: Set Intel® PAT password on both clients
On the server management console, select both Client1 and Client2, and click “Configuration”, and then set “111111” as the Intel® PAT Password. 

Activity 4: Create & Deploy Software Package

This activity will guide you through creating and deploying Software Package.  
Step 1: Create the Software Package

1) Create a new file “Lab Update 1” on the Golden Machine’s (Client1) desktop. 

2) Restart Client1 and check if the “Lab Update 1” file still exists on the desktop. 

3) Create the same file again. 

4) On the web management UI, click “Image/Package”.
5) Click Create and then click “Package Creation”. 

6) Select the Golden Machine (Client1) and then click Next. 
7) Enter Software Package information, input “Lab Software Package 1” as the name, and then click Next. 

8) Verify the package creation information and then click “Create” to create the package. You can click “Back” to re-enter or update the package info, if needed.

9) Observe the activities of Client1

10) View Ongoing Tasks from both Client1 and the server web management console. 
Step 2: Manage the Software Packages
Software Package management is similar to Disk Image management. Click the “Image/Package”, and you will see all related information for existing packages on the server. As compared with earlier versions of Intel® PAT products, you will clearly see the dependences between software packages and disk images. 
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Step 3: Deploy Software Package 

1) In the Lab group, select Client2.
2) Click “Deploy Package” on the left pane. 
3) Select “Lab Software Package 1” and click Next. 

4) Click Deploy. 
5) View ongoing task progress from both Client2 and the web management console.

6) Check Client2 to see if the same Lab Update 1 exists on the desktop. 

Activity 5*: Deploy Chained Software Packages 

This activity will help you better understand the software package dependences. 

Steps: Create and Deploy Multiple Software Packages
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1) Create a second disk image from the same golden machine, with a different name, “Test Image”.
2) On Client1’s desktop, create a new file named “Test Package 1”. 

3) Create a software package, with the name “Test Package 1”. 

4) On Client1’s desktop, create a new file named “Test Package 2”. 

5) Create a software package, with the name “Test Package 2”. 

Tests: 

· Check “Image/Package” management from the web management UI to see how these packages are chained together. 

Attempt to deploy “Test Package 2” only to Client2, what do you find?

Activity 6: Manage Clients
This activity will guide you through managing clients on Intel® PAT Core Server. 
Step 1: Remote Power Off

1) Select Client1, and make sure Client1 is in the “OS Lifecycle” status.
2) Click the “Power Off” button and click Ok to confirm. 
Hint: Client1 is a Golden Machine. 
Step 2: View Client Information
1) Click the “Client” tab on the web management UI, and locate the Client1 machine in the “Lab” group. 
2) Click “Client1”
3) Check the display layout. 

a) On the left pane, you will see the overall information of the client

b) On the main display area, you will see the client’s “Hard Disk Information”, “OS Software List”, “OS Hardware List”, “Pre-OS Hardware List”, “Task History” and “Alert History”. 
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Step 4: Rename Client1
1) Select Client1 in the “Lab” group, and click the Configuration button on the left pane. 
2) In the “Set PC Name” parameter, change Client1 to “rnClient1”, and keep “Reset client PC immediately” checked. 
3) Click the Apply button on the right side of this parameter
4) Observe the Client1 behavior, and check its name after it reboots
5) Restart Client1 again, and press F3 before it starts to locate Windows XP, enter the password “111111” and then check the Computer ID info to see the change. 
Test:

If you have performed similar lab operations in earlier Intel® PAT versions, try to recall the differences in Intel® PAT v3.0. 

Hint: 
Client1 is a Golden Machine. 
Step 5: Configure Client IP Address

1) Restart Client2, and press “F3” to enter the Agent configuration UI after inputting the password “111111”. 
2) Set the client IP address to 192.168.0.22. Press F10 and press “Y” to save the changes and restart the machine. 

3) Once Client2 boots up, check the web management console to see the client IP update. 
Test: 

If you have performed lab tests in earlier Intel® PAT versions, try to tell the differences in Intel® PAT v3.0. 

Hint: 

Earlier versions client recovers to a local hard disk checkpoint after an IP address change. 

Activity 7: Enable Intel® PAT Locally

This activity is to help understand the Intel® PAT local work mode. 

Step 1: Enable “Local” Agent Mode on Client2
On Client2, restart the machine and click the F3 key after the “POST”, and then enter “111111” to access the Agent configuration page, and then set the Agent Mode to “Local”. Then press F10 to save the change and restart the client. 

During the restart, notice that Client2 does not attempt to connect to the server and boot up to the OS directly. After Client2 boots into the OS, check the Computer Name and try to explain why. Also, check Client2’s IP settings, and explain why. 

Discussion: Try to understand the usage scenario of the local agent work mode.

Step 2: Create a Local Checkpoint
On Client2’s desktop, create a new file “Local Checkpoint 1”, and then right click on the Intel® PAT icon on the system tray and choose [Hard Disk Protection] -> [Commands], input the password “111111”, and choose “Create a new checkpoint”, and then proceed with a system reboot. Once the system reboots, check the desktop to see if the file still remains.

Step 3: Recover to an Earlier Checkpoint

On Client2, right click on the Intel® PAT icon and choose [Hard Disk Protection]-> [Commands], and input the password “111111” and choose “Recover to a selected checkpoint” and select the earliest checkpoint to recover to.
After a system reboot, check to see if the file still remains on the desktop. 

Step 2: Change Agent Mode back to “Network” on Client2

On Client2, change the Agent mode back to “Network” in the Agent configuration interface. After restarting the machine, check the Computer Name change when Client2 boots into the OS. 
Activity 8: Utility Tool
This activity will guide you through how to use the Utility Tool to maintain the Intel® PAT Core environment. 
Step 1: Export Server Authentication Key

1) Start the Utility Tool

 Click [Start]-> [All programs] -> [Intel® Platform Administration Technology Server] -> [Server v3.0] -> [Utility Tool].

2) Export Server Authentication Key 

 Select “Import/Export Server Authentication Key only”, click “Next”.

Select “Export Server authentication Key”, click “Next”.
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Click “Next” to specify the file name, select the file directory and name the server key. Click “Save”, the server key will be saved at the designated directory. The file format of this key is *.svk. Click “Next” to continue.
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When the task is completed, click “Finish” to return to the first page of Utility Tool wizard. 
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Step 2: Backup Server Data and Settings

1. Click “Start”-> “All programs” -> “Intel® Platform Administration Technology Server” -> “Server V3.0” -> “Utility Tool” to start the utility tool.

2. Select “Backup/Restore server Data and Settings”, click “Next” to continue.

3. Select “Backup Server data and setting”, click “Next” to continue. 

4. Specify the folder to backup the data, click “Next” to continue.

5. The tool will start to backup server data and settings, and will prompt when the operation is completed. Click “Finish” to return to the first page of the Utility Tool Wizard.

Step 3: Re-install Intel® PAT Server 
1. Uninstall Intel® PAT Server.
2. Re-install Intel® PAT Server.

3. View the Server setting property page. 

Step 4: Import Server Authentication Key
1. Start the utility, and select “Import/Export Server Authentication Key”, click “Next” to continue.

2. Select “Import Server Authentication Key”, click “Next” to continue. 

3. Click the button next to “Please choose the file”, select the server key that the user previously exported and click “Open”. 

4. After selecting the server key, click “Next” to continue.

5. Click “Yes” to import server key. 

6. When the task is completed, click “Finish” to return to the first page of the Utility Tool Wizard.

Step 5: Restore Server Data and Settings

1. Start the utility, and select “Backup/Restore Server Data and Settings”, click “Next”.

2. Select “Restore Server Data and Settings”, click “Next”.

3. Click “Next” to select the folder, choose the folder which contains the backup server data.

4. Click “Yes” to confirm and the system will start to restore server to previous settings. 
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5. When the task is completed, click “Finish” to return to the first page of the Utility Tool Wizard.

Step 6: Merge Software Update Packages

1. On Client1, which is the Golden Machine’s desktop, create a new file named “Lab Update 2”, and then create a second software update package, and then deploy this package to Client2. 
2. Start Intel® PAT Utility Tool, and then select “Merge Firmware Update Files”, and click Next. 

3. Highlight Lab Golden on the left list, and you will see two packages are listed behind “Lab Golden”. 
4. Check both update files, and input a new package name “Merged Packages”. 
5. Click Next to confirm. 
6. Once the merge completes, open Intel® PAT Server Image/Package management to check the merged update packages. 

Activity 9: Install CSM Environment

Step 1: Install Intel® PAT CSM Server

7. On the server’s D:\, create a folder “CSM”
8. Locate the Intel® PAT Server installation file (setup.exe), and double click to run, and proceed by accepting the default settings. 
9. When prompting to choose the installation type, check “Custom” and click Next. 

10. Remove Intel® Platform Administration Server from the installation package and select “Content and Service Management Server” only, and then click Next. 

11. Set the password to “123456”, and select “D:\CSM” as the game repository folder, and then click Next. 
12. Click Install to proceed. 

Step 2: Install Intel® PAT CSM Client

1. On the Golden Machine (Client1), disable hard disk restore by right clicking on the hard disk restore icon on the system tray and un-selecting “Enable Disk Protection”. (Notice the server management console to see if you receive a notification.)
2. On Client1, run the Intel® PAT Client installation file and accept the default settings. 

3. When prompted to select an installation type, select Custom, and then select Content and Service Management client only and then proceed. 

4. Select the partition D to be managed by CSM and input the Server IP address (192.168.0.1), and then click Next to proceed. Note the descriptive words on this interface. 

5. Click Finish and then unselect “Restart Immediately”. 
6. Go to the Intel® PAT Core server management console and create a software update package according to Activity 4 and then deploy the package to Client2. 

Step 3: Manage CSM in the Administrative View

1. When Client1 restarts, start the CSM client UI. Click the icon to enter the administrative view by inputting the password “123456”. 

2. Click the “New” icon on the top left side, with a “+” picture, and name it “Category1”, and then create a “Category2” category. 

Step 4: Create a Game Packages
1. Click the “Create Content” button, which will pop up a wizard, click Next, and then click “Select Root Folder”, locate “D:\Games\Rocket Mania” and click Ok for confirm. 
2. Click Next, and input “Rocket Mania” as the package name, and click Next. 

3. Click the “+” button, and then check “D:\Games\Rocket Mania\RocketMania.exe, and click OK. 

4. Check Category1 and Recommended, and then click Next. 

5. Click Next and then uncheck “Upload immediately” and click Finish. 

6. Return to the Administrative View and click “Upload To Server” on the left pane, you will see the RocketMania icon, click to highlight, and then click the “Upload Content” button. 

7. Go to the server and open Windows Explorer and then go to D:\CSM, in the Content folder, you will see a new folder is created, which contains all the package related files. 

Step 5: Create and Deploy the new Golden Machine disk image

1. On the Golden Machine, re-enable hard disk restore by protecting the C:\ partition only, using the Intel® PAT password “111111”. 

2. Using the Intel® PAT Core server web management console to create a new disk image and then deploy to Client2. 

3. On Client2, start CSM client by double clicking the shortcut on the desktop, and you will see the “RocketMania” icon. Double click on the icon, the game will be downloaded and executed locally. 

Activity 10: Manage CSM Software Packages
Step 1: Create a second package

1. On Client1, copy the “Pixelus” folder to “D:\Games\Pixelus”. 

2. On Client1, using the CSM Administrative View to upload the second game package (Pixelus) to the server. Put this package into Category2, and select to upload the package immediately. 
3. On Client2, in the CSM user view, check Category2 to see if you can find the Pixelus icon, and then run it. 

Step 2: Create an update package for the first package

1. On Client1’s administrative view, right click on “Rocket Mania” and Create Update. 

2. Click Next, then Next and Next and then highlight the icon and uncheck Category1 and Recommended. 
3. Click Next and then unselect “Upload immediately” and then click Finish. 

4. select “Update To Server” from the administrative view’s left pane, highlight the “Rocket Mania” icon and click the Upload Updates button. 

5. Go to Client2’s user view and check the changes. 

Note: The CSM administrator can also change the package category info by drag and draw. By doing this using drag and draw, the package update does not have to be specifically uploaded, and the change takes effect immediately. 

Step 3: Test package file updates

1. On Client1, open Windows Explorer and go to “D:\Games\Rocket Mania”, and then add a new file “patch.txt”. We will use this file to simulate a patch installation. 

2. On Client1’s CSM administrative view, right click on the RocketMania icon (you can always locate a package by clicking on “All Content” on the left pane, and choose Create Update. 

3. Click the Scan Changes button. You will see the patch.txt file is listed, check it and then click Ok. 

4. Click Next until Finish, choose to upload immediately. 

5. Go to Client2, before executing the updated package, check the “D:\Games\Rocket Mania” folder to see if the patch.txt file exists, and then run Rocket Mania and then check if the file shows up. 
6. Restart Client2, and then execute the “Rocket Mania” package thru CSM user view and then check the “D:\Games\Rocket Mania” folder to see if the patch.txt file shows up. 

Note: During one client’s OS lifecycle, once the package is executed thru the CSM UI, the client does not sync with the server for file changes, until the machine restarts. 

Step 4: Remove and Delete a package thru CSM UI
1. On Client1’s CSM administrative view, click Category2 on the left pane, and highlight the Pixelus icon, then click Remove Content. 
2. Click “All Content” on the left pane, you will still see the Pixelus icon. Highlight the icon and then click the Delete Content button on the top bar, and then click Yes to confirm, the package will be physically removed. 

3. By checking the server’s D:\CSM folder, you will see that the files have been physically removed. 
Activity 11: Install and Manage Service Console (Operator) 

Step 1: Install Service Console

1. On the server, go to the Intel® PAT setup folder and then locate the Service Console sub-folder, double click the setup.exe file. 

2. Accept the defaults settings and proceed with the installation. 

3. You will see a shortcut icon on the desktop, double click on it and then input the default password “op” and the Intel® PAT sever IP to logon. 
4. Repeat 1 to 3 on Client1. 

Step 2: Test service management

1. On Client2, using the CSM user view (click the icon with a telephone picture) to send a Face to Face request. 

2. On either Client1 or the server you will see the request. Reject the service to see if it can be routed to the other machine which also has the service console installed. 

Note: A maximum 3 hops are supported, namely, when a request is sent out, if the one who first receives the request rejects or does not respond timely, it can be routed to the next available operator instead of returning failure message to the sender. This auto routing is attempted at a maximum 3 times. 
*Activity 12: Disable & Re-enable Hard Disk Protection on Golden Machine
This activity is to help better understand hard disk protection and the relationship between hard disk protection and Incremental Package deployment. 

Step 1 Disable hard disk protection on Golden Machine

On Golden Machine, right click the Intel® PAT Client agent icon on system tray, select “Enable Hard Disk Protection”, the system will prompt for confirmation, confirm and input the password, and Golden Machine will reboot and hard disk protection will be disabled. 

Step 2 Update the hard disk status on Golden Machine

On the desktop of Golden Machine, create a new file, name it “After Disabling HDP.txt”, and then restart Golden Machine, check to see if the file is preserved. 

Step 3 Try to create an Incremental Package

From the management console, attempt to create an Incremental Package by selecting Golden Machine on which we just disabled hard disk protection, observe the symptoms. 

Step 4 Re-enable hard disk protection on Golden Machine
On Golden Machine desktop, right click Intel® PAT Client agent icon on system tray, choose “Enable Hard Disk Protection”, input the password 111111, and then proceed with a system reboot. 

Step 5 Create an Incremental Package
Follow the step of Step 3, create an Incremental Package
Step 6 Deploy Incremental Package to Client2

From the management console, try to deploy the Incremental Package to Client2, observe the symptoms and analyze why. 






Technical Solution Training


Intel® Platform Administration Technology 3.0 


Student Lab Manual



























































PAGE  
1
© 2006 Intel Corporation
                                           Intel® PAT v3.0 Lab Manual

